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OVERVIEW

CMS Citrix Virtual Apps and Desktops portal (https://vdi.cms.gov) is an application store that provides an interface for

users to access virtual applications and desktops remotely using any endpoint including personal laptops, desktops,
tablets, and mobile devices. It allows users to access virtual environment both internally and externally by utilizing Citrix
NetScaler Gateway. It also provides multiple authentication methods such as Okta (Verify/Google Authenticator/SMS
Authentication) and Smart Card. It interacts with the Citrix Workspace App (Receiver)to support access to virtual
applications and desktops from multiple platforms such as Windows, Mac OS X, Apple iOS, Google Android, Linux and
HTMLS5 endpoints.

This guide provides instructions on how to access and navigate Citrix Virtual Apps and Desktops portal as well as basic
troubleshooting tips. Any issues or suggestions relatedto the guide should be sent to

LeidosWintelCitrixTeam@ cms.hhs.gov
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USER ACCESS REQUEST

The flowchart below shows the process of requesting access to VDI environment. Once the access has been requested,
approved, and granted you should be able to logon to https://vdi.cms.gov and access virtual apps and desktops that you
have available. Please note that we are currently working on creation ofall necessary job codesfor access to various
resources in CMS Citrix Virtual Apps and Desktop portal. In meantime, please send allrequests to Citrixteam via
email LeidosWintelCitrixTeam@ cms.hhs.gov.

User requests access to
required VDI from CAA

CAA submits request to
EUA for user account to
be added to the
corresponding job code

EUA forward request for
approval to CMS

NO
User notified that access

has been denied

Approved?

EUA adds user account
to a job code

EUA process
synchronizes user
permissions with Active
Directory

User notified that access
has been granted
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SYSTEM REQUIREMENTS AND CONFIGURATION

System Requirements

1. Active CMS account (four character UserID)
2. Citrix Workspace App (old name is Citrix Receiver) installed on a device used to access the portal.
o Windows platform - if it is installed the following icon should be visible in the Task Bar at the lower right
side of your desktop.

412 PM

03/25/2020

o MAC-Iifitis installed the following icon should be visible in the Menu Bar at the top right of your
desktop.

Open Citrix Workspace
About

Check For Updates
Quit

3. If accessing using PIV card, anapproved and supported Smart Card Reader (Please note that users will be
responsible for purchasing a PIV card reader for use with their BYOD device as well as installing the necessary
drivers for it)

4. If accessing using Okta, smart phone for registration with Okta

5. Internet connection

Once above requirements are met, a virtual apps and desktops can be accessed with a browser via https://vdi.cms.gov.

Supported browsers to access the portal are Microsoft Internet Explorer and Microsoft Edge for Windows platforms and
Safari and Google Chrome for iOS platforms. Other browsers, such as Firefox and Google Chrome, can also be used but

not recommended.
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Citrix Workspace App Download and Installation Steps

Using the Table 1 below, download the client from the appropriate location point based upon the type of
device you are using.

‘ Device Type ‘ Installation Point

CMS managed Windows device Workspace App (Receiver) should be already pre-

A managed Windows device is joined to a CMS installed.

domain and has the required security

components installed (McAfee Anti-virus, etc.).

All other non-managed Window s devices https://www.citrix.com/downloads/workspace-

app/windows/

CMS managed MAC Workspace App (Receiver)should be already pre-

A managed MAC is joined to a CMS domain and | installed. If it is not or needs to be upgraded please
has the required security components installed | follow stepsin section ‘CMS Managed MAC' to install it
(McAfee Anti-virus, etc.). via Self Service app.

Non-managed MAC https://www.citrix.com/downloads/workspace-app/mac/
Follow steps in section ‘Non-CMS MAC' to install it

Table 1. Device type and corresponding Citrix Receiver installation point

Windows Device

1. If you are running Windows click on ‘Citrix Workspace app 19xxfor Windows’ link.
2. On the popup asking to Run or Save CitrixWorkspaceApp.exe select Run

Do you want to run or save CitrixWorkspaceApp.exe (124 MB) from dewnloads.citrix.com?

& This type of file could harm your computer, Run Save | ™ Cancel

3. Click Start

@ Citrix Workspace *

Welcome to Citrix Workspace

Citrix Workspace app installs software that allows access to
virtual applications that your organization provides,
incuding software that allows access to the applications
that use your browser.

WU rkspace - Allow applications access to your webcam and
microphone,
- Allow applications to use your location,
- Allow access to local applications authorized by your
company.
- Save your credential to sign in automatically.

Click Start to set up and install Citrix Workspace app on
your computer,

citr|x
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4, Accept License Agreement and click Next

@ Citrix Workspace X

License Agreement

You must accept the license agreement below to proceed.

CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citrix license or terms of service
covering the Citrix product(s) and‘or service(s) with which yvou will be using
this component. This component is licensed for use only with such Citrix
product(s) and/or service(s).

CTX_code EP_R_A10352779

I accept the license agreement

Mext Cancel

5. Select Enable single sign-on and click Install

@ Citrix Workspace >

Enable Single Sign-on

‘When enabled, single sign-on remembers your credentials for
this device, so that you can connect to other Citrix applications
without having to sign in each time. You should do this only if
your IT administrator has instructed you to. This will take effect
the next time you log on to this device,

Enable single sign-on

For maore information on configuring single sign-on, please see
article CTX133982 at citrix.com/support.

Install Cancel
6. Receiveris now installing
@ Citrix Wo
Installing Prerequisites... @
—
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7. Click Finish

@ Citrix Workspace *

CITRIX

J Installation successful

Click on Finish to begin using Citrix Workspace

8. Click Yes to restart your computer

Citrix Workspace

You must restart your computer to complete the installation. Do you
want to restart now?

MAC - CMS Managed

1. Open the Self Service app on your Mac and search for "Citrix"

‘Search resums for “citrin”

*

°olm m m

Citrix Workspace Citrix Xenapp (External) Citrix Xenapp (Internal) Citrix Xenapp (OTP)
Download and Update
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2. Click on the Citrix Workspace Download and Update entry, then click Install. This will take a minute or two to
complete

Citrix Workspace Download
and Update

This will install the latest versk Sitrix Workspace for macOS directly from Citrix
This is used for the CMS VDI eevironenent
After install, procoed 10 hilloa/Adlcma.gay to use this plugin

Clove Instas

3. Once the install is complete, you should have the Citrix Workspace app appearin the Menu Bar at the top right
of your desktop. There'sno need to open this yet

© FEESE:
Open Citrix Workspace
Preferences...
About

i
.)))

Check For Updates

Quit

MAC - Non-CMS Managed

1. Download Citrix Workspace app for Mac (the .dmg file) from https://www.citrix.com/downloads/workspace-
app/mac/ and Open it.

On the Introduction page, click Continue.

On the License page, click Continue.

Click Agree to accept the termsof the License Agreement.

On the Installation Type page, click Install.

vk wnN
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OKTA MULTI-FACTOR AUTHENTICATION (MFA) INITIAL SETUP

Follow the instructions below to setup Okta Verify/Google Authenticator/SMS Authentication. You will need a mobile
device for authentication.

Note thatin orderto be able to sign in with PIV card you will first need to register with Oka by using your CMS email
address and password.

1. Navigateto https://vdi.cms.gov and click SignIn.
2. Onthe next screen click Continue to acknowledge you are part of Centers for Medicare & Medicaid Services.

Part of Centers for Medicare &
Medicaid Services?

Centers for Medicare & Medicaid Services uses your network
username and password to login to Box. Continue to login to
Box through your network

Continue

Not a part of Centers for Medicare & Medicaid Services?

3. Note that once Okta sign in page opens you should see Citrix Netscaler banner at the top of the page.

Connecting to Netscaler

Sign-in with your Centers for Medicare and Medicaid Services
account to access CMS VDILDAP

4. Enteryour CMS email address and EUA password. Click Sign In. After your initial account setup, you canuse the
PIVicon instead.

Sign In

Username

Password

[] Remember me

Sign In

PIV Card

OR

Need help signing in? Click here after ensuring you
have the correct job code
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5. Ifloggingin for the first time, click a picture to choose a security image. Click Create My Account.

Welcome to cms-sso

Click a picture 10 choose a security image

6. Set up the multifactor authentication. You canchoose from Okta Verify (use a push notification sent tothe

mobile app), Google Authenticator (enter single-use code from mobile app), or SMS Authentication (entera
single-use code sent to your mobile phone).

(cms

Set up multifactor authentication

0 Okta Verify
Use a push notification sent to the

mobiie app
Setup
‘ Google Authenticator
. Enter single-use code from the mobile
app

Setup

g SMS Authentication

Setup
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Okta Verify Initial Setup
1. Select Setup under the Okta Verify option.

Your company requires

to add an additional layer of S

Set up multifactor authentication

in to your Okta account

Okta Verity

Use a push notification sent to the

mobite app

Setup

Google Authenticator
Enter single-use code from the mobile

app
Setup
SMS Authentication

Enter a single-use code sent to your

moblie phone

Setup

2. Select your device type: IPhone, Android, or Windows phone.

Setup Okta Verify

Select your device type

Back to factor list

HOW TO GUIDE: CMS VDI VIRTUAL DESKTOP ENVIRONMENT
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3. After selecting your device, download Okta Verify from App Store/Google Play store. This example displays the
Android download option. Once completed downloading the app, select Next.

O

Setup Okta Verify

Select your device type

Install Okta Verify

e Download Okta Verify from the Google
Play Store onto your mobile device

Next

Back to factor list

4. Launch the Okta Verify application from your mobile device and select the plus (+) icon to add an account.

Ll R

&

HOW TO GUIDE: CMS VDI VIRTUAL DESKTOP ENVIRONMENT
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5. After selecting the plus (+) icon, the app opens the camera on the mobile device. Scan the barcode displayed on

the Setup Okta Verify application.

&

Setup Okta Verify

Scan barcode

Launch Okta Verify
application on your mobile

e and select Add an

account

Can't scan?

Back to factor list

6. Anew account is added to your Okta Verify account (can have multiple). The code cycles/updates every 30
seconds. Use the code to log in to the application. Use the code to login to CMS Virtual Apps and Desktops
portal.

v Al

Okta Verify @

HOW TO GUIDE: CMS VDI VIRTUAL DESKTOP ENVIRONMENT
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7. Setupis now complete. Click Finish or choose another authentication option.

Set up multifactor authentication

You can configure any additional optional factor or
click finish

Enrolled factors
&  oxaverity

Additional optional factors

Q SMS Authentication

Use a push notification sent to the
mobile app

Setup

g Google Authenticator
\ Enter single-use code from the mobile
app

Setup

Google Authenticator Initial Setup

1. Select Setup underthe Google Authenticator option.

Set up multifactor authentication

Your company requires multifactor authentication
to add an additional layer of security when signing
in to your Okta account

e Okta Verify
Use a push notification sent to the

mobile app.

Setup

9 Google Authenticator
\ Enter single-use code from the mobile
app.

Setup

@ SMS Authentication
Enter a single-use code sent to your
mobile phone.

Setup
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2. Select your device type: iPhone, Android, or Windows phone.

Setup Google Authenticator

Select your device type
2

3. If not alreadyinstalled on your mobile phone, download Google Authenticator from the App Store or Google
Play Store and select Next.

Install Google Authenticator

e Download Google Authenticator from the
- Google Play Store onto your mobile
device.

Back to factor list

4. Open Google Authenticator on your mobile phone, scan the barcode, and select Next.

©

Setup Google Authenticator

Scan barcode

Launch Google
Authenticator, tap the "+"
icon, then select "Scan
barcode"

Can't scan?

Back to factor list

HOW TO GUIDE: CMS VDI VIRTUAL DESKTOP ENVIRONMENT
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5. Anew account is added to your Google Authenticator account (can have multiple). The code cycles/updates
every 30 seconds. Use the code to login to CMS Virtual Apps and Desktops portal.

256 F B B3% A

Google Authenticator

112 559

798 366

Tap here to fill entire screen

I o <

6. Once you set up one authentication method, you canchoose another option if you would like. Click Finish once
complete.

(cms

Set up multifactor authentication

You can configure any additional optional factor or
dick finish

Enrolied factors
G Okta Verity
, Google Authenticator

Additional optional factors

@ SMS Authentication
Use a push notification sent to the

mobiie app

Setup

HOW TO GUIDE: CMS VDI VIRTUAL DESKTOP ENVIRONMENT
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SMS Authentication Initial Setup

1. Select Setup under the SMS Authentication option.

Set up multifactor authentication

Your company re s muitifactor authentication

to add an adadn layer >curity when signing

in to your Okta account

0 Okta Verify

Use a push notification sent to the

Setup

e Google Authenticator
N Enter single-use code from the mobile

app

Setup

ode sent to your

Setup

2. The Receive a code via SMS to authenticate window displays. Enter your phone number and select Send
Code.

Receive a code via SMS to authenticate

United States v

Phone number

Back to factor list

HOW TO GUIDE: CMS VDI VIRTUAL DESKTOP ENVIRONMENT
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3. You will receive a one-time use code via SMS. Use this code to log in to CMS Virtual Apps and Desktops portal.

2:58 = N 1 83% |
< 732873 C Q ¢

Add to contacts Block number

Tuesday, November 19, 2019

@ Your cms-sso verification code is 7491 54. 258 PM

HOW TO GUIDE: CMS VDI VIRTUAL DESKTOP ENVIRONMENT
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LOGIN PROCESS

There are two authentication methods available to access CMS VDI environment — Okta and Smart Card (PIV). In order to
use Okta please follow instructions in section (Okta Multi-Factor Authentication (MFA) Initial Setup) to set it up.

(Cms

Signin

Username

Piease enter a username

—

Password

Please note the following:

o Ifyouarelogging to CMS VDI via Okta for the first time and would like to use PIV you will need to first logon

with your email address and password. Once you were able to logon with email/password you should be able
touseyourPIV atany subsequentlogon.

e [fyou areloggingin from within CMS network you will not get prompted for Okta MFA. Once you enter your
CMS email address and password it will automatically log you in to CMS VDI portal.

e The logon steps will vary depending on the browser used to access the portal.

e |fyou areaccessing virtual desktop or virtual app for the first time it will take longer to load in order for your
new user profile to be created.

e If you are accessing virtual desktop or virtual app for the firsttime you may receive the following
message. First, check the box next to “Do not ask me again for this site” and then click on “Permit
HOW TO GUIDE: CMS VDI VIRTUAL DESKTOP ENVIRONMENT 20
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use”.This message is asking if you will allow the virtual desktop or applicationto access resources that

are local to your device such as drives, printers, speakers, webcams etc.

‘J An online application is attempting to access
information on a device attached 10 your
computer

& Block access
Do nct perma the apph 2000 0 vie thete Sevies

2 Permat use

b St
Permat the appia st:0n 10 vie these deves

ﬂ Do not ask me agan for this ste.

Internet Explorer
1. Browse to https://vdi.cms.gov. and click on Sign In button
2. If you are using Okta then type you CMS email address and password and click Sign In

below instead

Please enter a username

Password

Please use your EUA password

Please enter a password

] Remember me

Sign In ‘

OR

Sign in with CAC / PIV card

Meed help signing in? Click here after ensuring you
have the correct job code

HOW TO GUIDE: CMS VDI VIRTUAL DESKTOP ENVIRONMENT
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3. Depending on what authentication method you have configured in Okta you will need to respond
accordingly on the next screen: Verify (use a push notification sent to the mobile app), Google Authenticator

(enter single-use code from mobile app), or SMS Authentication (enter a single-use code sent toyour mobile
phone). Once authenticated please go to step #5 below.

4. If you are using PIV cardclick on Sign in with CAC / PIV card button at the bottom of the screen and you will
be prompted with certificate information. Click OK to confirm your PIV certificate, enter your PIN when
prompted and click OK.

Windows Security x

Select a Certificate

Site cms-sso.mtls.okta.com needs your credentials:

Authentication - Miroslav Ayrapetian -A ActivClient Login ? X

(Affiliate) T
i ActivClient*®
Issuer: HHS-FPKI-Intermediate-CA-E1

Valid From: 03/26/2020 to 03/18/2021

Click here to view certificate properties Please enter your PIN.

More choices

PIN [l

OK Cancel
Cancel

5. Once logged in you will be presented with the following Storefront screen. You can find desktops and apps that
you have access to under Desktops and Apps tabs. Please note that if you do not have access to any desktops or
apps you will not see their corresponding tabs.

.

DESKTOPS

You do not have any favorite Apps or Desktops ye

To get started, go to Apps or Deskic or tap the star to favorite an item

HOW TO GUIDE: CMS VDI VIRTUAL DESKTOP ENVIRONMENT 22
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6. Click on Desktops (or Apps) tab and then click on desktop (or app) icon to launch it.

A} e .

HOME DESKTOPS

Desktops

All (5) Favorites (0)

SAS Val Test Server 2016 Test Windows 10 Admin Windows 10 Windows 10 Test
NEW Des...509 Desktop 1909 1909

7. Click OK to the disclaimer when prompted and once the logon process completes you should see your virtual

desktop (or application).

- Windows 10 Desktop 1909 - Desktop Viewer

Mirosiav: EXcel 2016
Ayrapetian Mappingss

2l o

Firefox: Webexleamss

. TH

CMS |nternet \Word 2016
Shortcuts Explorer

& [] =

Lock Zoom
Computer

oy
7 o

CMS Connect Outlook2016

B S

EUA

R Type here to search
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Microsoft Edge and Google Chrome

1. Browse to https://vdi.cms.gov. and click on Sign In button

2. If you are using Okta then type you CMS email address and password and click Sign In

Signin

Username

Please enter a username

Password

Please enter a password

Remember me

OR

Sign in with CAC / PIV card

Need help signing in? Click here after ensuring you
have the correct job code

8. Depending on what authentication method you have configured in Okta you will need to respond
accordingly on the next screen: Verify (use a push notification sent to the mobile app), Google Authenticator
(enter single-use code from mobile app), or SMS Authentication (enter a single-use code sent toyour mobile
phone). Once authenticated please go to step #5 below.

9. If you are using PIV cardclick on Sign in with CAC / PIV card button at the bottom of the screen and you will
be prompted with certificate information. Click OK to confirm your PIV certificate, enter your PIN when
prompted and click OK.

Select a certificate .
ActivClient Login ? X
Select a certificate to authenticate yourself to vdipiv.cms.gov:443 g

Ac D"
ActivClient®

Miroslav Ayrapetian -A (Affiliate) HHS-FPKl-Intermediat... 58CBOE34

Please enter your PIN.

PIN ||

Certificate information _ Cancel Cancel

HOW TO GUIDE: CMS VDI VIRTUAL DESKTOP ENVIRONMENT 24
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5. Click on Detect Receiver button (Note that you can also click on Use light version (HTML5) if Citrix receiver is not

installed on your computer or you experiencing issues withit. In this case applications and desktops will open
within your browser)

Welcome to Citrix Receiver

For the best experience, use the full set of features bundled with Citrix Receiver
for Windows. Click Detect Receiver to get started

ciTR|X

Rece ive I Detect Receiver

If you do not want to detect/install Citrix Receiver you can use the light version,
with fewer features, in your browser

6. Click Open Citrix Workspace Launcher on the following popup message. Ifyou click Cancel you will be presented
with screen showing in the next step.

This site is trying to open Citrix Workspace Launcher.

https://vdiotp.cms.gov wants to open this application.

7. Ifreceiver (Workspace App) is already installed on your PC select Already installed. Otherwise you have the
option to Download it or use Light version (HTML5)

Just a moment, we're detecting if Citrix Receiver is already
installed.

If Citrix Receiver is detected, you will see a window in a few seconds. Please
choose Launch Application.

CITRIX If no window appears, proceed to download.

Receiver

M | agree with the

8. Once logged in you will be presented with the following Storefront screen. You can find desktops and apps that
you have access to under Desktops and Apps tabs. Please note that if you do not have access to any desktops or
apps you will not see their corresponding tabs.

HOW TO GUIDE: CMS VDI VIRTUAL DESKTOP ENVIRONMENT 25



CMS

CENTERS FOR MEDICARE & MEDICAID SERVICES

Welcome

You do not have any favorite Apps or Desktops yet.

To get started, go to Apps or Desktops and click or tap the star to favorite an item

9. Click on Desktops (or Apps) tab and then click on desktop (or app) icon to launch it.

A

HOME APPS DESKTOPS

Desktops

All (5) Favorites (0)

SAS Val Test Server 2016 Test Windows 10 Admin Windows 10 Windows 10 Test
NEW Des...909 Desktop 1909 1909

10. The .ica file will be downloaded and you should see it at the bottom left corner of the browser. Right-click on it
and select Always open files of this type andthen select Open file

Open
Abways open files of this type 4——
Show in faldar

Copy download link

WGEVURGVza3RveFIE.ica

AC:EH e
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11. Click OK to the disclaimer when prompted and once the logon process completes you should see your virtual
desktop (or application).

- Windows 10 Desktop 1909 - Desktop Viewer

13V EXCEI2010MVPI
Ayrapetian Mappings

81 Oy

Firefox Webedleams

d £ 1

CMS Internet \Word 2016
Shortcuts Explorer

o

Change Lock: Zoom
Password Computer

0% \
1] 2] 7]

CMS ConnectiOutlook' 201688 Microsoft

Edge

Mozilla Firefox

1. Browse to https://vdi.cms.gov and click on Sign In button

2. If you are using Okta then type you CMS email address and password and click Sign In

Sign In

Username

Please enter a username

Password

Please enter a password

Remember me

OR

I Sign in with CAC / PIV card I

Need help signing in? Click here after ensuring you
have the correct job code
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3. Depending on what authentication method you have configured in Okta you will need to respond
accordingly on the next screen: Verify (use a push notification sent to the mobile app), Google Authenticator
(enter single-use code from mobile app), or SMS Authentication (enter a single-use code sent toyour mobile
phone). Once authenticated please go to step #5 below.

4. If you are using PIV you will need to configure your card reader in Firefox.

a. Open Menu and select Options.

L OB + n o & =<4

A
[B] McAfee Endpoint Security Web Con._

B Adobe Acrobat added to Firefox

&£ Signinto Syre

© Content Blocking Standard

63 New Window CrrieN

©9 New Private Window Ctrl+Shift+p
Zoom - s 4+ 2
Edit %X ) ]

W\ tbrary >

w0 Logins and Passwords

& Add-ons Ctri+Shift+A

) 3} Opticns

,/ Customize...

b. Select Privacy &Security, scrolldown, and click on Security Devices button at the bottom of the screen.

&« C ® v about preferencesdprivacy o o =
ﬁ General
Security
0 Home
Deceptive Content and Dangerous Software Protection
Q Search v Block dangerous and deceptive content Learn more
E——d 8 Privacy & Security /' Block dangerous downloads
v Wam you about unwanted and uncommon software
~
®s Sync
Certificates
When a server requests your personal certificate
Select one automatically
® Ask you every time
Query OCSP responder servers to confirm the current validity of View Certificates...
certificates
H Extensions & Themes — Security Devices...

(D Firefox Support
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c. In Device Manager dialog box click Load and then Browse

Device Manager x

W WAL internal PKCS #11 podule
Gensric Crypto Sendces
Scétware Security Device

w Busltin Roats Maodule

MSS Builtin Objects

d. Browse to the location of your card reader folder, select the proper dll (in this case acpkcs211.dll), and
click Open (the screen below shows location of ActivClient thatis part of the CMS image). Ifyou are
accessing from non-CMS laptop you will need to find out what is a proper .dll file for your cardreader.

Q Choose a PKCS#11 device driver to load X
« v <« HID Global » ActivClient v | Q|  Search ActivClient el
Organize ~ New folder - m @
~
Name Date modified "
3 Quick access [%] &C.SMMW.SIVProv.sma.vs.dil U1/29/20149 2:U6 AM
m Desktop b 4 ﬂ ac.winext.settingsapi.dil 01/29/2019 2:06 AM
s Downloads - \j ac.winext.winrt.dll 01/29/2019 2:06 AM
 Documents » \4 acbsi21.dll 01/29/2019 2:06 AM
% visub.dll 07/20/2016 5:23 PM
= Pictures »* \9 acevisd /208
%] aclogu.dll 01/29/2019 2:06 AM
etc -
%] acomx.dll 07/20/2016 5:23 PM
& Music % acpivapidil 07/20/2016 5:21 PM
B8 Videos [%] acpkes211.dll 01/29/2019 2:06 AM
e mE [ aijnipiv.dll 01/29/2019 2:06 AM
\j aiwinextu.dll 01/29/2019 2:06 AM
& Network [&] JNiBSI21.dll 01/29/2019 2:06 AM v
< >
File name: |acpkes211.dl ~ | Al Files v

e. Type the name of the module (in this case ActivClient) and click OK

@ Load PKCS#11 Device Driver — X

Enter the information for the module you want to add.

Module Name ‘ ActivCIienﬂ

Module filename | C\Program Files (x86)\HID C‘ Browse...
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f.  You should now see ActivClient (or whatever the name of your cardreader) in Device Manager. Click OK

Darvice Manager »

5 and Device Mtails
« NS5 Internal PKCS #11 Module Module ActivClient
Generic Crypto Services Path C\Program Files (<BS/\HID GlobalActiv...
Software Secunity Device
+ Builin Roots Module Load
WSS Builtin Objects

Broadcom Corp Contacted SmartCard 0

Unload

5. Onthe Launch Application screen select Citrix Workspace Launcher check option Remember my choice for

receiver links. Click Open Link
Launch Application X

This link needs to be opened with an application.

Send to:
Citrix Workspace Launcher
Choaose other Application Choose...

mmmm [| Rernember my choice for receiver links.

This can be changed in Firefox's preferences.

Open link Cancel

6. Make sure Citrix Connection Manager (default) is selected and option Do this automatically for files like tis
from nowon is checked and click OK
Opening Q29udHivbGxlcnMuV2IuZG93cyAxMCBUZXNOICRTMy02.ica X

You have chosen to open:

© Q29udHIvbGxicnMuV2IuZGI3cyAxMCBUZXNOICRTMy0Z.ica

which is: Citrix ICA Client (339 bytes)
from: https://vdildap.cms.gov

What should Firefox do with this file? 1
® Openwith  Citrix Connection Manager (default) v
() Save File

mmmmmmp [] Do this automatically for files like this from now on.
Settings can be changed using the Applications tab in Firefox's Options.

0K Cancel
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7. Ifreceiver (Workspace App) is already installed on your PC select Already installed. Otherwise you have the
option to Download it or use Light version (HTML5)

Just a moment, we're detecting if Citrix Receiver is already
installed.

If Citrix Receiver is detected, you will see a window in a few seconds. Please
choose Launch Application

CiTRIX

If no window appears, proceed to download.

Receiver

M | agree with the

8. Once logged in you will be presented with the following Storefront screen. You can find desktops and apps
that you have access to under Desktops and Apps tabs. Please note that if you do not have access to any
desktops or apps you will not see their corresponding tabs.

]

DESKTOPS

Welcome

9. Click on Desktops (or Apps) tab and then click on desktop (or app) icon to launch it.

Desktops

All (5) Favorites (0)

SAS Val Test Server 2016 Test Windows 10 Admin Windows 10 Windows 10 Test
NEW Des...909 Desktop 1909 1909
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10. Click OK to the disclaimer when prompted and once the logon process completes you should see your virtual
desktop (or application).

[l Windows 10 Desktop 1909 - Desktop Viewer - [m] X

FITETox Wepeareams:

Safari

1. Browse to https://vdi.cms.gov _and click on Sign In button

2. If you are using Okta then type you CMS email address and password and click SignIn.

Sign In

Username

Please enter a username

Password

Please enter a password

Remember me

OoR

l Sign in with CAC / PIV card l

Need help signing in? Click here after ensuring you
have the correct job code
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3. Depending on what authentication method you have configured in Okta you will need to respond
accordingly on the next screen: Verify (use a push notification sent to the mobile app), Google Authenticator
(enter single-use code from mobile app), or SMS Authentication (enter a single-use code sent toyour mobile
phone). Once authenticated please go to step #5 below.

4, If you are using PIV cardclick on Sign in with CAC / PIV card button at the bottom of the screen. Enter your
PIN when prompted and click OK.

“Safari" is trying to authenticate user.
@ Enter PIN to allow this.
e PIN: ||

5. Click on Detect Receiver button (Note that you can also click on Use light version (HTML5) if Citrix receiver is
not installed on your computer or you experiencing issues with it. In this case applications and desktops will
open within your browser)

Welcome to Citrix Receiver

For the best experience, use the full set of features bundled with Citrix
Receiver for Mac. Click Detect Receiver to get started.

CiTRIX

Re Ce |Ve r Detect Receiver

If you do not want to detect/install Citrix Receiver you can use the light
version, with fewer features, in your browser.

6. Click Allow when prompted to allow to open Citrix Workspace Launcher

Do you want to allow this page to open “Citrix Workspace
Launcher"?

Cancel Allow
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7. Ifreceiver (Workspace App) is already installed on your MAC select Already installed. Otherwise you have
the option to Download it or Use Light version (HTML5). If you do not see below screen please go to step #8.

Just a moment, we're detecting if Citrix Receiver is already
installed.

CIiTRIX

Receiver

@ | agree with the

8. Once logged in you will be presented with the following Storefront screen. You can find desktops and apps
that you have access to under Desktops and Apps tabs. Please note that if you do not have access to any
desktops or apps you will not see their corresponding tabs.

o0 e <« im] ] & vdildap.cms.gov/Citrix/VDIOK TAWeb/

v

=

O
+

]

DESKTOPS

Welcome

You do not have any favorite Apps or Desktops yet.

To get started, go to Apps or Desktops and click or tap the star to favorite an item.
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9. Click on gearicon atthe top right corner and select Account Settings

a0 @ < m o o waiidap cms Qo Ciir VDHDK TAWeb; o th 7 B

Miroslav Ayrapetian
Welcome
ACCOUNT SELtngs
About
Losg off
L ] » < il =] & wilitdap. cms. goswCitrin VDO K TA'We b - 0 t = "
10. On the next screen click Activate Receiver
ene < (im] <] & vdildap.ems.go Citrix/VDIOK TAWeE/ & [ ] o

Settings

Account

About

Log off

chanced

Activate Citrix Receiver

Dewrloads a file that adds this warkspace to your lacal Citrix Reseiver app

Change Citrix Receiver

Opens a page that checks for a local Citrix Receiver app

Current status: Apps and deskiops open in your local Citrix Receiver app.

11. Click on Desktops (or Apps) tab and then click on desktop (or app) icon to launch it.

eve® < m o & vdildap.cms.gov/Citrix/VDIOKTAWeb/ < fuil 2

HOME

Desktops

All (7) Favorites (0)

IHCCS Desktop TEST SAS VAL Test M6 Server 2016 Test Windows 10 Admin Windows 10 Windows 10 Test
NEW Desktop Desktop 1909 1909

Windows10 Power
Desktop
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12. Click OK to the disclaimer when prompted and once the logon process completes you should see your virtual
desktop (or application).

[l Windows 10 Desktop 1909 - Desktop Viewer - m] X

Webeareams

E
\ )1

.S

EUA or

R Type here to search

Google Chrome for MAC

1. Browse to https://vdi.cms.gov and click on Sign In button

2. Ifyou are using Okta then type you CMS email address and password and click Sign In

Sign In

Usemame

Please enter a username

Password

Please enler a password

Remembor ma

OoR

[ Sign in with CAC / PIV card ‘
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3. Depending on what authentication method you have configured in Okta you will need to respond
accordingly on the next screen: Verify (use a push notification sent to the mobile app), Google Authenticator
(enter single-use code from mobile app), or SMS Authentication (enter a single-use code sent toyour mobile
phone). Once authenticated please go to step #6 below.

4. If you are using PIV card click on Sign in with CAC / PIV card button at the bottom of the screen.

5. Select your certificate and click OK. Enter your PIN when prompted and click OK.

— Select a certificate
. 1 Select a certificate to authenticate yourself to cms-sso.mtls.okta.com:443
LC

[E] 3E2D35FE-9385-4A9D-967D-EE093B0690C8 (Leidos Holdings Inc. JSS Built

B Miroslav Ayrapetian -A (Affiliate) (HHS-FPKI-Intermediate-CA-E1)

Show Certificate Cancel m
“Google Chrome" is trying to authenticate user.
@ Enter PIN to allow this.
. PIN: |

6. Click on Detect Receiver button (Note that you can also click on Use light version (HTML5) if Citrix receiver is
not installed on your computer or you experiencing issues with it. In this case applications and desktops will
open within your browser)

Welcome to Citrix Receiver

For the best experience, use the full setof { bundied with Citrix
Recelver for Mac Click Detect Receiver 10 ¢ ned
CITRIX

Rece ive r Detect Receiver

if you do not want to detect/install Citrix Receiver you can use the light
version, with fewer features, in your browse

7. Select Always allow vdildap.cms.govto open links of this type in the associated app andclickon Open
Citrix Workspace Launcher
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Open Citrix Workspace Launcher?
huips:ffvdildap.cms.gov wants to epen this application,

B Always allow wdildap,oms, gov 1o opan links of this type in the associated app

Cancel Qpen Citrix Workspace Launchaer

8. Once logged in you will be presented with the following Storefront screen. You can find desktops and apps
that you have access to under Desktops and Apps tabs. Please note that if you do not have access to any
desktops or apps you will not see their corresponding tabs.

L) ] i Chvic Receie = +

&« @ vdibdap.cmsgoviiCitris W DI0K TAWD, t B

S Apps ON CMS WD D Coodle

Welcome

9. Click on Desktops (or Apps) tab and then click on desktop (or app) icon to launch it.

® 08 @ i Receher o +

L @ valilkdep,cma, gon Cilrin VDO K TAW B/ e e

3 oAppn Q8 CMSVDN O Googe

Desktops
Al {T) Farveites. [0}

IHCLS. Desictosp TEST SAS VAL Test W& Server 2006 Test ‘Windows 10 Admin Windows 10 Windows 10 Test
NEW Desktop Desktop 15909 1509

Windows10 Power
Desktop
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10. Click OK to the disclaimer when prompted and once the logon process completes you should see your virtual
desktop (or application).

. Windows 10 Desktop 1909 - Desktop Viewer - =] X
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STOREFRONT NAVIGATION

This section describes how to use the StoreFront once you’ve logged into the https://vdi.cms.gov via your browser

Click on Desktop tabat the top of the screen to see available virtual desktops or on Apps tab to see available
applications

Favorites

- A - L4

Windows 10 Admin Windows 10 Windows 10 Test Server 2016 Test

Excel 2016 x64
Des...909 Desktop 1909 1509 NEW

To add virtual desktops or apps to your Home screen (Favorites) click on arrow below the application or desktop and
select Add to Favorites. You should now see theicon under Home tab.

DESKTOPS
Apps
All (3) Favorites (1)
X it
|
T
Excel 2016 x64 Ivanti Motepad
Manageme...NEW
vﬁ

Ivanti Management Console 2018 NEW  Apps

Actions:
i open

Tr  Add To Favorites

Description:
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If you need to restart your virtual desktop click on arrow below the desktop icon and select Restart

Welcome Miroslav Ayrapetian!

Favorites
A - - 5
Windows 10 Windows 10 Test Server 2016 Test Excel 2016 x64 vanti
Desktop 1909 1509 MEW Manageme...NEW
"

Windows 10 Desktop 1905

Actions: Description:
A o©open

W Remove from favorites

) Restart J—

Clicking on gearicon atthe top right corner expands drop-down menu and presents the following list of options:

Welcome Miroslav Ayrapetian!

Account Settngs

Favorites

About
l a =
Windows 10 Windows 10 Test Server 2016 Test Excel 2016 nid Ivanti
Desktop 1909 1909 MEW

Manageme._NEW

e AccountSettings —Presentsthe following options

o Activate Citrix Receiver - allows to download a file that adds the workspace to local Citrix Workspace
App. This is useful for MAC users as in some cases browser such as Safari downloads Citrix ica file
instead of opening it with Citrix Workspace App. Activating it via this option remedies the issue. will
Change Citrix Receiver - only present in Microsoft Edge, Google Chrome, Mozilla Firefox, and Safari.
Clicking on it opens page that allows to detect if a local Citrix Workspace App (Receiver) is installed,
download it, or switch to a light version (HTMLS5). Also, there is a current status of receiver used (local
client vs light version) displayed below. See below screenshots.

e About—displays link to Third Party Notices for Citrix Receiver for Web
e Log Off - logs you out
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Settings

About

Log off

Activate Citrix Receiver

Change Citrix Receiver ’
Current status: Apps and desktops open in your Iocal Citrix Recever app _
I
Clicking Detect Receiver will display more options. You can also click on Use light version (HTML5) if Citrix Receiver is
not installed on your computer or you experiencing issues with it. In this case applications and desktops will open within

your browser

Welcome to Citrix Receiver

For the best experience, use the full set of features bundled with Citrix Receiver
for Windows. Click Detect Receiver to get started

CITRIX

Receiver it

If you do not want to detect/install Citrix Receiver you can use the light version,
with fewer features, in your browser.

From screen below you canselect Already installed if receiver (Workspace App) is already installed on your PC. You also
have an option to Download it from Citrix website or use Light version (HTML5)

Just a moment, we're detecting if Citrix Receiver Is already
installed.

If Citrix Receiver is detected, you will see a window in a few seconds. Please
choose Launch Application.

CITRIX If no window appears, proceed to download.

Receiver

M | agree with the
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NEW APPLICATION REQUEST

If you need to add an application within your virtual desktop or you would like an application to be published under
Apps on CMS Virtual Apps and Desktops portal please contact Service Desk or send an email to
LeidosWintelCitrixTeam@ cms.hhs.gov. Please provide the following information:

Name of the application

Name of the point of contact(POC) for the application

Location of linstallation files and instructions for installing it in VDI
Business justification for use of the application

Licenses (if required)

List of users that are required to have access to the application

ok wWwNPE

Please note that the application has to be supported by the vendor in a multi-user environment and have appropriate
license model (if applied) for it to work properly.
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TROUBLESHOOTING TIPS and HOW TOs

This section describes some of the common issues, basic troubleshooting steps to resolve them, and some helpful tips.

PIV Certificate Update

There aretwo ways the PIV certificate can be updated, via PIV Cert Update icon on the VDI desktop or via published
instance of PIV Cert Update located under App tab on Citrix Storefront. If you are accessing VDI then use the icon on the
desktop. Otherwise use the published instance.

PIV Cert Update

1. Make sure that Citrix Workspace App is installed on computer you are using to access CMS Virtual Apps and
Desktops portal, and make sure PIVis inserted into the card reader.
2. Use Internet Explorer to access CMS Virtual Apps and Desktops portal.
a. Ifyou areaccessing portal using MAC please follow instructions in section Safari or Google Chrome for
MAC to make sure you are using Citrix Workspace App with your browser rather than HTML5 receiver
(when VDI session opens within the browser).
3. Once you double-click on the icon you will be presented with the following screen within your browser

e D
Credential Management System

User Portal HELF @

Welcome to ActivID CMS, Using this service you can...

Prepare a smart card for first use

Get the latest updates for your smart card

Report a smart card incident (lost, stolen, or damaged cards)
Unlock & smart card that has been locked for security reasons
Change the PIN for your smart card

Issue credentials on a mobile device

Download escrowed certificates

Change your Security Questions answers

& & & & 4 B

If yvou have your smart card with you, please insert it into the reader now.
Please dlick Start to begin (even if you do not have your smart card):

Copyright € 2017-2019 HID Global Corporation, ABLOY AB. &ll rights reserved
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4. Click Start. After it reads your PIV you should be prompted for your PIV PIN. Please note that it can take some
time and even look like the pageis not responding before youget prompted for PIN or after you enter it and
click Next. Follow onscreen instructions to update your PIV. If you are getting prompted for user name and
password then the system was unable to recognize your PIV. You can try to re-insert PIV into the card reader or
go through the above steps againto make sure all the requirements are met.

Outlook Profile Configuration

1. Click on Outlook icon on the desktop or in Start menu. On the following screen click Next

Welcome to Outlook 2016

Outlook helps you manage your life with powerful tools for email,
calendar, contacts, and tasks.

Let's get started. In the next few steps, we'll add your email account.

2. Select Yes and click Next

Add an Email Account

Use Outlook to connect to email accounts, such as your organization's Microsoft Exchange Server or an Exchange
Online account as part of Microsoft Office 365. Outlook also works with POP, IMAP, and Exchange ActiveSync
accounts.

Do you want to set up Outlook to connect to an email account?

@ ves
One

<Back |[ Net> | [ cancel

3. Once the E-mail Address field populates with your email address click Next
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Auto Account Setup
Outlook can automatically configure many email accounts.

sy

=

(®) E-mail Account

Vour Name; [Mick Ayrapetian

Example: Ellen Adams

E-mail Address: Imuk.avlivetiun @cms.hhs.gov
Example: ellen@ contoso.com

(O Manual setup or additional server types

<Back | mNet> | [ cancel

4. Wait while Outlook is searching for your email settings

Searching for your mail server settings... >

Configuring

Outlook is completing the setup for your account. This might take several minutes.
+  Establishing network connection
=)  Searching for mick.ayrapetian@cms.hhs.gov settings
Logging on to the mail server

<Back | Nent> Cancel

5. At Windows Security screen click on ‘More choices’ at the bottom, click on ‘Use a different account’, and then
type your CMS four-character user ID and password. Click OK

Windows Security X
Microsoft Outlook

Connecting to mick.ayrapetian@cms.hhs.gov

| pSEI' name |
Windows Security X
. | Password ]
Microsoft Outlook
Domain: CMS
Connecting to mick.ayrapetian@cms.hhs.gov [[] Remember my credentials

Miroslav Ayrapetian -A (Affiliate)

More choices

ASZBINN@CMS.LOCAL o
Y ASZBINN@CMS.LOCAL

Smart card credential

Miroslav Ayrapetian -A (Affiliate)
‘ Pin ASZBINN@CMS.LOCAL
Smart card credential

D Remember my credentials
Connect a smart card
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6. At the next screen use Backspace key to clear sign-in field and then type your CMS email address. Click Next

W g )
m:. Microsoft BE Microsoft

Signin Sign in

aszbInn@cms.local |

mick.ayrapetian@cms.hhs.gov ‘

Back Next Back Next
No account? Create one No account? Create one!
Can't access your account? Can't access your account?
7. Click Finish
Add Account

Searching for your mail server settings...

Configuring

Outlook is completing the setup for your account. This might take several minutes,
v Establishing network connection
v Searching for mick.ayrapetian@«ms.hhs.gov settings

+  Logging on to the mail server

Congratulations! Your email account was successfully configured and is ready to use,

[[] change account settings Add another account...

< Back Cancel

Enabling Microphone and Webcam on Windows OS

1. Click atthe arrow at the top of your VDI session to expand Citrix Workspace App (Receiver) menu and click
Preferences
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Click on Connections tab andselect ‘Connect Automatically’ under Microphones and Webcams. Click Apply and OK

i)

Ctrix Workspace - Preferences

Devices File Access Connections Monitor Layout

Microphones and webcams

Session Settings Global Setngs
—‘i‘ Connect automatically Preferred Webcam

O Do not connect Atomatc

O Askme

Digital cameras and scanners Relative Moase Settings

(O Connect automatically [ Use relative mouse

(®) Do not connect
O Askme
Generic USB devices

[[] When a session starts, connect devices automatically

[[] When & new device is connected while 8 session is running, connect the device sutomatically

Enabling Microphone and Webcam on MAC

1. Goto Applications folder and open Citrix Workspace. Do not add account if prompted.
2. Atthetop right, click on Menu and then on Preferences. You can also access Preferences by clicking on Citrix
Workspace icon in Menu bar at the top of the screen

.. Gitrss Warksgaca !
(© Citrix Workspace —

h

=]”

To acoess your Workspaoe, set up your account

S Up Aceount
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Y @ A& Q) E T 4 Mondid3PM

Sign In... r"'"“iiﬁrf-

Open Citrix Workspace
Preferences...
About

Check For Updates

Quit

Click on Mic & Webcam taband select Use my microphone and webcam

® Mic & Webcam

’ h ‘j> © O

General Accounts Fille Access Devices Mic & Webcam Keyboard Security & Privacy Advanced

Choose how to use your microphone and webcam with your applications:
—o Use my microphone and webcam
Don't use my microphone and webcam
Ask me each time

Enabling Printing

If you cannot access your local or network printers from virtual desktop you need to permit Citrix Workspace App

(receiver) to access your local resources. Follow below steps:

1. Click atthe arrow at the top of your VDI session to expand Citrix Workspace App (Receiver) menu and click
Preferences
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2. Click on File Access tab and select ‘Read and Write’. Click Apply and OK

@ Citrix Workipsce - Preferences

“ File Access Connections Monitor Layout

I ®) Fieod and wiite

(2 Rend ondy

(2 Mo access

(2] Auske rree each time

Ok Cancel

Workspace App (Receiver) Issues

1. If you installed/reinstalled/upgraded Citrix Workspace App (Receiver) on your computer, after installation, it will
launch and ask you to add an account. Select ‘Do not show this window automatically atlogon’ and click Close.

@ Citrix Workspace *
Add Account

Enter your work email or server address provided
by your IT department:

E| Do not show this window automatically at logon,

Close

2. Ifyou receive a message about an “.ica” file being an unknown type and it asks you to save the file when you try
to open application or desktop, the Citrix Workspace App (receiver) is not installed or is corrupted and needs to
be reinstalled. Please refer to Workspace App (Receiver) Installation section of this guide to reinstall Workspace

App

HOW TO GUIDE: CMS VDI VIRTUAL DESKTOP ENVIRONMENT

50



_ CENTERS FOR MEDICARE & MEDICAID SERVICES

Logon and Access Issues
1. If you cannotlogin, verify that your credentials are correct and tryagain
2. Ifyou recently changed your password and now cannot login it is possible that your new password did not
synchronize properly and needs to be re-synchronized by EUA. Please contact Service Desk
3. Ifyou getthe following error while login in the issue could be relatedto your account. It could be locked or
disabled. Please contact Service Desk and have them check it. Also, make sure that you DO NOT type domain
name (CMS) in front of your User ID when you logon

e @ nttps://vdipiv.ems.gov/Citrix/CM ~ @ C | | Search... D~ PRI

@ Citrix Receiver | ]

Cannot complete your request.

4. If you areable to login to https://vdi.cms.gov but do not see any virtual desktop or application icons (also there
are no Desktops or Apps tabs) you need to request access. Please contact your CAA to request access (Please
reference User Access Request section of this guide).

5. If you get the following error message while opening VDI you Citrix profile maybe corrupted and needs to be
reset. Please contact Citrix Team via email LeidosWintelCitrixTeam@ cms.hhs.gov

The Growp Pelicy Client senvice failed the tgnein,

Arcess i demsed

6. If you getstuck on black or grey screen during logon and cannot get out of it please tryto go back to the
storefront and select Details beside the desktop icon and then click on Restart

— WINDOWS CMS VDI
! Details g l

WINDOWS CMS VDI
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Please not that this will work only if you are accessing Windows 10 VDI. If you are accessing shared hosted
desktop this option will not work.

Browser Issues

1. Cannotaccess https://vdi.cms.gov

If you have Windows 10 and you cannot get to https://vdi.cms.gov via your Internet Explorer you will need to
switch to InPrivate Browsing. To do so follow these steps:

a. Select the “Gear” icon-> Safety-> InPrivate Browsing

157 |8 Tips, Fea..| P Disable Private Bro.. »

Print »
File ’
P - -
Delete browsing history.., Ctri+Shift«Del Safety ’
m—Private Browsing CtrieShiftsP Add site to Start Screen
Tracking Protection... View downloads Ctrl+)
ActiveX Filtering Manage add-ons
Webpage privacy policy... F12 developer tools
Check this website Go to pinned sites
I Turn off SmartScreen Filter.. Intemet options
| Report unsafe website About Intemnet Explorer

2. Desktop Viewer and Citrix Workspace (Receiver) errors

If you are getting any of the following errors while opening virtual desktop

Desktop Viewer X
’ﬁ‘) The connection to "CMS WINDOWS 10 VDI" failed with status The connection to “IHCCS Desktop” failed with status
¥ (Unknown client error 1110). (Unknown client error 0).

Unable to connect to the server. Contact your system administrator with
4 l.s the following error: SSL Error 4: The operation completed successfully.

a. Select the “Gear” icon -> Internet Options and click Delete, select all options and click Delete
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Delete Browsing History

General ‘ Security | Privacy | Content I Connections | Programs | Advanoedl [ Preserve Favorites website data
Keep cookies and temporary Internet files that enable your favarite
Home page websites to retain preferences and display faster,

@ To create home page tabs, type each address on its own line,

http:/fintranet.cms.gov/ [T y Internet files ite files
Copies of webpages, images, and media that are saved for faster
viewing.
Cookies and website data
Files or databases stored on your computer by websites to save
Startup preferences or improve website performance.
History
List of websites you have visited.

Use current Use default Use new tab

() Start with tabs from the last session
(@) Start with home page

Tabs Download History
Change how webpages are displayed in tabs. List of files you have downloaded.
Browsing history [¥| Form data

Saved information that you have typed into forms.
Delete temparary files, history, cookies, saved passwords, and web
form information.

Passwords

Delete browsing history on exit Saved passwords that are automatically filled in when you sign in
to @ website you've previously visited.

¥ Tracking Protection, ActiveX Filtering and Do Not Track

Appearance Alist of websites exduded from filtering, data used by Tracking
Protection to detect where sites might automatically be sharing details

| colrs || Languages || Fonts || Accesshiy | about your visit, and exceptions to Do Not Track requests.

@@ some settings are managed by your system administrator. @@ Some settings are managed by your system administrator.

lIl Apply About deleting browsing history Delete Cancel

b. After browsing history has been deleted click on Settings button and once Website Data Setting dialog
box opens click on View Files. In opened File Explorer window select all files and delete them. Close the
windows and OK out of all dialog boxes

Website Data Settings ? X

Temporary Internet Files  History  Caches and databases
Internet Explorer stores copies of webpages, images, and media
for faster viewing later,

Check for newer versions of stored pages:
(O) Every time I visit the webpage
O Every time I start Internet Explorer

(®) Automatically
O Never
Disk space to use (8-1024MB) 250 EI
(Recommended: 50-250MB)

Current location:
C:\UserstasmqAppData\LocalMicrosoft\Windows\INetCache,

| Move folder... || View objects H View files ‘

Lo ]/ oo |

c. GotoContenttaband click on ‘Clear SSLstate’. Click OK once it is done and then OK againto close
Internet Options dialog box

| General | seaurity | Privacy | Content | Connections | Programs | Advanced |

Certificates
Use certificates for encrypted connections and identification.
| Cearssiswte || cotfiaes || publishes |
AutoComplete

i AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

@ Feeds and Web Slices provide updated
3

content from websites that can be
read in Internet Explorer and other
programs.

o The 55L cache was successfully cleared.

@ Some settings are managed by your system administrator.
Lok [ cencel || ooy |
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d. DeletelCA files from the following folders
e C:\Users\<username>\AppData\Local\Temp
e C:\Users\<username>\AppData\Local\Microsoft\Windows\INetCache

If above steps did not resolve the issue and you continue to receive errors please reinstall your Citrix Workspace App
(Receiver) by following steps outlined in Workspace App (Receiver) Installation section of this guide.

Flickering Icons on VDI Desktop

If icons on your VDI desktop are flickering please follow below steps

a. InFile Explorer go to View -> Options, and then ‘Change folder and search option’

View

&2 Extea large (cons & Large kons asl Medwum icons Group by ~ J Item check boxes =
o Seall ons L := Detanls || Add columng * | File namse extensions
' 2 . Soet ... elect Options |
Tiles Content : by~ [ Se Ml columns to e | Midden tems -
Layout Current view 7]  Change folder and search gptions

b. Under View tabselect ‘Always showicons, never thumbnails’

Folder Options X

General View  Search

Folder views
You can apply this view (such as Detais or lcons)to
all folders of this type
Foply to Folders Reset Folders
Advanced settings
Files and Folders N

[ Always show icons, never thumbnais

[[] Always show menus

[4 Display fie icon on thumbnails

(4] Display file size information in folder tips

[] Display the full path in the tale bar
Hidden files and folders
(® Don show hidden files. folders. or drives
(O Show hidden files. folders, and drives

[/ Hide empty drives

[¥] Hide extensions for known file types

[ Hide folder merge confiicts v

Restore Defauks

oK Cancel Aoply

Another option is not to have too many icons on the desktop or organize them in folder so you just have a few folders
instead of many icons.
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SERVICE DESK

If above steps did not remedy your issue or you experience a different problem accessing or using CMS Virtual Apps and
Desktops portal please contact CMS Service Desk

Email: cms_it_service_desk@cms.hhs.gov

Phone: 410-786-2580 or 1-800-562-1963

Backto the top
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