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OVERVIEW

CMS Citrix Virtual Apps and Desktops portal (https://vdi.cms.gov) is an application store that provides an
interface for users to access virtual applications and desktops remotely using any endpoint including
personal laptops, desktops, tablets, and mobile devices. It allows users to access virtual environment both
internally and externally by utilizing Citrix NetScaler Gateway. It also provides multiple authentication
methods such as Okta (Verify/Google Authenticator/SMS Authentication, E-mail Authentication, Voice
Authentication) and Smart Card. It interacts with the Citrix Workspace App (Receiver) to support access to
virtual applications and desktops from multiple platforms such as PC Windows, Mac OS X, Apple iOS,
Google Android, Linux, and HTML5 endpoints.

This guide provides instructions on how to access and navigate Citrix Virtual Apps and Desktops portal, as
well as basic troubleshooting tips.
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USER ACCESS REQUEST

To gain access to the CMS VDI you must request EUA Job Codes. The Job Codes can be requested from
the CMS IT Service desk. Once the access has been requested, approved, and granted, you should be able
to log on to https://vdi.cms.gov and access virtual apps and desktops that you have available.

Revision Date: December 3, 2024 3


https://vdi.cms.gov/

CMS How-to Guide

Connecting to the CMS Citrix Virtual Desktop

SYSTEM REQUIREMENTS AND CONFIGURATION

System Requirements

1. Active CMS EUA account (four-character User ID)
2. Citrix Workspace App installed on a device used to access the portal.
a. PC-—ifitisinstalled, the following icon should be visible in the Task Bar at the lower right

side of your desktop.

1044 AM

09/21,/2022

b. Mac—ifitisinstalled, the following icon should be visible in the Menu Bar at the top

right of your desktop.
© v & Q0 @ 6 B ®m =

3. Ifaccessing using PIV card, an approved and supported Smart Card Reader. (Please note that users
will be responsible for purchasing a PIV card reader for use with their Bring your own device
(BYOD) device as well as installing the necessary drivers for it).

4. |If accessing using Okta, smart phone for registration with Okta.

5. Internet connection

6. Zoom VDI Plugin if Zoom will be used within VDI session.

Once above requirements are met, virtual apps and desktops can be accessed with a browser via
https://vdi.cms.gov. Supported browsers to access the portal are Microsoft Edge, Google Chrome, Firefox,

and Safari.
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Citrix Workspace App Download and Installation Steps

Using the table below, download the client from the appropriate location point based upon the type of
device you are using.

Device Type Installation Point

CMS-issued PC Citrix Workspace App should be requested

A CMS-issued PC is joined to a CMS via the CMS IT Service Desk at 410-786-

domain and has the required security 2580 or 1-800-562-1963

components installed (McAfee Anti-virus, etc.).

All other non-CMS-issued PCs https://www.citrix.com/downloads/workspace-
app/windows/

CMS-issued Mac Citrix Workspace App is preinstalled on CMS managed

A CMS-issued Mac is joined to a CMS domain Mac computers.

and has the required security components
installed (McAfee Anti-virus, etc.).

All other non-CMS-issued Macs https://www.citrix.com/downloads/workspace-
app/mac

Follow steps in section ‘Non-CMS-issued Mac’ to
install it

Table. Device type and corresponding Citrix Receiver installation point

PC
1. Ifyouare running Windows, click on Citrix Workspace app (current version) for Windows link.

2. Onthe popup Run the CitrixWorkspaceApp and install. Select Continue

@ Citrix Workspace

Welcome to Citrix Workspace app

Citrix Workspace app gives you
secure and unified access to all your
apps and desktops with the
convenience and freedom you need
to get your work done.

Continue Cancel
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3. Accept License Agreement and click Continue.
@ Citrix Workspace

CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citrix license or terms of service covering
the Cifrix product(s) and/or service(s) with which you will be using this
component. This component is licensed for use only with such Citrix product(s)
and/or service(s).

CTX_code EP_T_A10352779

v |l agree

Continue Cancel
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4. Select Enable single sign-on then Install.

@ Citrix Workspace

Add-on(s)

Citrix plugins and services (1/2)
|j Start App Protection after installation (©)
v Enable Single Sign-on ()

Third party plugins (0/1)
|:] Install Microsoft Teams VDI Plugin ()

Install Cancel

5. Workspace is now installing.

@ Citrix Workspace

Installing Citrix Workspace app...

Secure access to everything you need to get work done.
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6. Click Finish.

& Citrix Works pace

Installation successful

Your Citrix Workspace is now ready to use.

If you require any help, see product document

Mac — CMS-Issued Device

1. Open the Self-Service app on your Mac and search for Citrix.

o0 e
Centers for Medicare T
and Medicaid Services ottt
citrix

Mac Self Service

Q e < o
tal Home
5 Browse >

L1 Notifications Citrix Workspace
Download and Update

@ History

Install
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2. Click on the Citrix Workspace Download and Update entry, then click Install. This will take a

minute or two to complete.
pce
Centers for Medicare Search > Citrix Workspace Download and Update
o Fatdbiedicald=eivices Citrix Workspace Download and Update

Mac Self Service

it
Sl e This will install the latest version of Citrix Workspace for macOS directly from Citrix. This is needed for the CMS VDI
environment. After install, proceed to https://vdi.cms.gov to use this plugin.
} Home
& Browse >
£\ Notifications (1]

3. Once theinstall is complete, you should have the Citrix Workspace app appear in the Menu Bar at
the top right of your desktop. There's no need to open this yet.

©@ Y o @ 6 B @ 7

Mac — Non-CMS-Issued Device

1. Download Citrix Workspace app for Mac (the .dmg file) from
https://www.citrix.com/downloads/workspace-app/mac/and open it.
On the Introduction page, click Continue.

On the License page, click Continue.

Click Agree to accept the terms of the License Agreement.

On the Installation Type page, click Install.

vikwnN
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Zoom Plugin for VDI Download and Installation Steps (Windows)

To use Zoom in a VDI session, the Zoom Citrix HDX Media Plugin needs to be installed on the computer
from which the VDI is being accessed Follow the instructions below to download and install it.

1. Download and save the installation files by clicking the following link or entering it into a web
browser: https://vdildap.cms.gov/logon/ZoomCitrixHDXMediaPlugin.msi

2. Double click on the downloaded file. (This will appear in the downloads folder on your
computer.) On the Zoom VDI Universal Plugin window, click Next.

[ESE— - - .

= Zoom VDI Universal Plugin(64bit) = X
Welcome to the Zoom VDI Universal Plugin(64bit) [_"“‘l
Setup Wizard e e |

The installer will guide you through the steps required to install Zoom VDI Universal
Flugin(&4bit) on your computer.

WARNING: This computer program is protected by copyright law and international
treaties. Unautharized duplication or distribution of this program, or any portion of it, may
result in severe civil or criminal penalties, and will be prosecuted to the maximum extent
possible under the law.
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3. Leave default settings click Next.

| = N a3
A Zoom VDI Universal Plugin(64bit) - X
Select Installation Type [ p |

Please select your installation choices
© Default (Install all plugins possible)
() Custom
Citrix VDI Plugin (Requires Citrix Workspace Client)
! VMware VDI Plugin (Requires VMware Horizon Client)
AVD VDI Plugin

AWS VDI Plugin (Requires Amazon WerkSpaces Client)

HP Anyware VDI Plugin (Requires HP Anyware Client)

4. Uncheck the “Install Zoom VDI Plugin Management” Click Next.
A 7oom VD Univ-ersa\ Plugin(64bit) h e X

Install Zoom VDI Plugin Management I_—i

Zoom VDI Plugin Management can detect when a VDI Plugin is missing or an updated
release is required. This management option is configured by your virtual desktop
administrator and requires installing this package.

[ Install Zoom VDI Plugin Management

< Back Cancel
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A 7oom VDI Universal Plugin(64bit) = X

Installing Zoom VDI Universal Plugin(64bit) r_'\

Zoom VDI Universal Plugin(84bit) is being installed.

Please wait...

< Back Next = Cancel

5. Zoom VDI Plugin icon should now be visible in the taskbar once the VDI session is started. If you
hover your mouse over the icon, it should say Connected to Zoom Client.

“ -
Connected to Zoom client
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Zoom Plugin for VDI Download and Installation Steps (Mac)
To use Zoom in a VDI session, Zoom Citrix HDX Media Plugin needs to be installed on a computer from
which VDI is accessed. Follow the instructions below to download and install it.

1. Download and save the installation files by clicking the following link or entering it into a web
browser: https://vdildap.cms.gov/logon/ZoomVDl.universal.pkg

2. Gotothe Downloads folder and double click on the ZoomVDI-universal.dmg file.

Name Size Kind Date Added v
& ZoomVDI-universal.dm day at 1:42 PM ]
Open
Open With > b
1
Move to Trash 1
Downloads Eetliie
Rename

Compress “ZoomVDI-universal.dmg"

Duplicate A
Make Alias

Quick Look

Copy
Share >

oo 00@®0®

Tags...

| Quick Actions > -

3. Double click ZoomVDI.pkg
oo 2] ZoomvDI

. o

Open With >
Get Info

Compress "ZoomVDl.pkg”
Make Alias

Quick Look

4. Click Install.

® « Install ZoomvDI a
Standard Install on “Macintosh HD"

g otion This will take 230.8 MB of space on your computer.

Destination Select Click Install to perform a standard installation of this software

® Installation Type on the disk “Macintosh HD".

0 Back
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5. Click Close.
[ @ Install ZoomVDI a8
The installation was completed successfully.
Introduction The process has successfully installed ZoomVDI under Applications.

Destination Select Click Close to exit the installer.

Installation Type
Installation

® Summary

Close

OKTA MULTI-FACTOR AUTHENTICATION (MFA) INITIAL SETUP

Follow the instructions at https://home.idm.cms.gov to setup Okta Verify Authentication.

Note that in order to be able to sign in with PIV card, you will first need to register with Okta by using
your CMS User ID and password.

LOGIN PROCESS

There are two authentication methods available to access CMS VDI environment — Okta and Smart Card
(PIV). In order to use Okta, please follow instructions in section (Okta Multi-Factor Authentication (MFA)

Initial Setup) to set it up.

Please note the following:

e If you are logging into CMS VDI via Okta for the first time and would like to use PIV, you will
need to first log on with your email address and password. Once you were able to log on
with email and password, you should be able to use your PIV at any subsequent logon.

e If you are logging in from within CMS network, you will not get prompted for Okta MFA. Once
you enter your CMS email address and password, it will automatically log you into the CMS VDI
portal.

e Thelogon steps will vary depending on the browser used to access the portal.

e Ifyou are accessing virtual desktop or virtual app for the first time it will take longer to load in
order for your new user profile to be created.
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e Ifyou are accessing virtual desktop or virtual app for the first time, you may receive the following
message. First, check the box next to Do not ask me again for this site and then click on Permit
use. This message is asking if you will allow the virtual desktop or application to access resources
that are local to your device, such as drives, printers, speakers, webcams etc.

Citrix Receiver - Security Warning

"'ﬁ"'_ An online application is attempting to access
files on your computer.

< Block access
Do not permit the application to read or change your
files.

2 Allow reading only

The application cannot change files.

oo
{nl 0o
HOME APPS

Desktops
All (26) Favorites (8)

* * k¢ e w

Azure Win10 Test '

Admin Desktop Azure Admin Azure Contractors Azure Employees
Desktop Desktop Desktop
15
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Microsoft Edge and Google Chrome

1. Browse to https://vdi.cms.gov/ and click on Sign In button.

2. Ifyouare using Okta then type your CMS email address and password and click Sign In.

CMs,g ov | |dentity Management

SignIn
User ID

Password

| °]

(O Agree to our Terms & Conditions

OR

| CMS PIV Card Only ‘

PIV Users: To activate the PIV functionality, you
must first sign in using your EUAID and
password during your initial login.

Forgot Password

Unlock Account

3. Depending on what authentication method you have configured in Okta, you will need to
respond accordingly on the next screen: Verify (use a push notification sent to the mobile app),
Google Authenticator (enter single-use code from mobile app), or SMS Authentication (enter a
single-use code sent to your mobile phone). Once authenticated, please go to step #5 below.

4. |If you are using PIV card, click on Sign in with CAC / PIV card button at the bottom of the screen
and you will be prompted with certificate information. Click OK to confirm your PIV certificate,
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enteryour PIN when prompted and click OK.

v X | ActivClient Login ? X
Select a certificate
Select a certificate to authenticate yourself to cms mtls okta com:443 ActiviDa
% ActivClient®
Subject Issuer Serial

John Doe (Affiliate) HHS-FPKI-Intermedi... 12345678

Please enter your PIN.

PIN |\

Certificate information Cancel ‘ oK Cancel

5. Click on Detect Receiver button. (Note that you can also click on Use light version (HTML5) if
Citrix receiver is not installed on your computer or you experiencing issues with it. In this case,
applications and desktops will open within your browser).

Welcome to Citrix Workspace app

For the best experience, use the full set of features bundled with Citrix
Workspace app for Windows. Click Detect Citrix Workspace app to get
started.

citnx | Workspace
Detect Citrix Workspace app

If you do not want to detect/install Citrix Workspace app you can use the light
version, with fewer features, in you

6. Click Always allow check box then Open Citrix Workspace Launcher on the following popup
message. If you click Cancel you will be presented with screen showing in the next step.

Open Citrix Workspace Launcher?

https://vdildap.cms.gov wants to open this application.

[0 Always allow vdildap.cms.gov to open links of this type in the associated app

I Open Citrix Workspace Launcher
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7. If Workspace App is already installed on your PC, select Already installed. Otherwise, you have
the option use Light version (HTML5). DO NOT DOWNLOAD Workspace from this site use the
Citrix site provided above.

Just a moment, we're detecting if Citrix Workspace app is
already installed.

If Citrix Workspace app is detected, you will see a window in a few seconds.
Please choose Launch Application.

citrixc | Workspace If no window appears, proceed to download.

B | agree with the

8. Once logged in you will be presented with the following Storefront screen. You can find
desktops and apps that you have access to under Desktops and Apps tabs. Please note that if
you do not have access to any desktops or apps you will not see their corresponding tabs.

Welcome t

You do not have any favorite Apps or Desktops yet.

DESKTOPS

To get started, go to Apps or Desktops and click or tap the star to favorite an item.

9. Click on Desktops (or Apps) tab and then click on Desktop (or Apps) icon to launch it.

Desktops
All (26) Favaorites (8)
* *

o>
oy
b3

Admin Desktop Azure Admin Azure Contractors Azure Employees Azure Win10 Test '

Desktop Desktop Desktop
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10. The .ica file will be downloaded and you should see it at the bottom left corner of the browser.
Right-click on it and select Always open files of this type and then select Open file.

w B8 3 & a

Recent download history ®

@ QOxvdWQgQ29ubmVjdG9ycy5BenVyZS
BDb250cmFjdG9ycyBEZXNrdGOWICRTNT

gtM™
1,878 Open
Full downle Always open files of this type

Show in folder

Cancel

11. Click OK to the disclaimer when prompted and once the logon process completes, you should
see your virtual desktop (or application).

Mozilla Firefox

1. Browse to https://vdi.cms.gov/ and click on Sign In button.

2. Ifyouare using Okta, then type your CMS email address and password and click Sign In.
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CMngV ‘ Identity Management

SignIn

User ID

Password

| °]

(O Agree to our Terms & Conditions

OR

‘ CMS PIV Card Only |

PIV Users: To activate the PIV functionality, you
must first sign in using your EUA ID and
password during your initial login.

Forgot Password

Unlock Account
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3. Depending on what authentication method you have configured in Okta, you will need to
respond accordingly on the next screen: Verify (use a push notification sent to the mobile app),
Google Authenticator (enter single-use code from mobile app), or SMS Authentication (enter a
single-use code sent to your mobile phone). Once authenticated please go to step #5 below.

4. Ifyou are using PIV, you will need to configure your card reader in Firefox.
a. Open Menu and select Settings.

=
Sync and save data Sign In
New tab Ctrl+T
New window Ctrl+N
New private window Ctrl+Shift+P
Bookmarks >
History >
Downloads Ctrl+)
Passwords
Add-ons and themes Ctrl+Shift+A
Print... Ctrl+P
Save page as... Ctrl+S
Find in page... Ctrl+F
Zoom - 100% + /
Settings -
More tools >
Help >
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b. Select Privacy & Security, scroll down, and click on Security Devices button at the
bottom of the screen.

8 Settings x | + - X
<« C @ rirefox  aboutpreferences#privacy 5% &=
~
@ Your browser is being managed by your organization Find in Settings

63 General
Security

@ Home

Q Deceptive Content and Dangerous Software Protection

Search
Block dangerous and deceptive content Learn more
# E} Privacy & Security Block dangerous downloads

Q Sync Warn you about unwanted and uncommon software

More from Mozilla
Certificates.

Query OCSP responder servers to confirm the current validity of View Certificates...
v <
certificates
- Security Devices...

&Y Extensions & Themes
HTTPS-Only Mode

@ firefox support HTTPS provides a secure, encrypted connection between Firefox and the websites you visit. Most
websites support HTTPS, and if HTTPS-Only Mode is enabled, then Firefox will upgrade all ®

c. InDevice Manager dialog box, click Load and then Browse.

Device Manager

Security Modules and Devices Details Value Logtn

Generic Crypto Services

Software Security Device Chan ASSWOTC

~ ActivClient
Load
Broadcom Corp Contacted SmartCard 0

Broadcom Corp Contactless SmartCard 0

v Builtin Roots Module

NSS Builtin Objects
~ 05 Client Cert Module
OS Client Cert Slot (Modern)

05 Client Cert Slot (Legacy)

A
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d. Browse to the location of your card reader folder, select the proper .dll (in this case
acpkes211.dll), and click Open (the screen below shows location of ActivClient that is
part of the CMS image). If you are accessing from non-CMS laptop you will need to find
out what is a proper .dll file for your card reader.

@ Choose a PKCS#11 device driver to load X
T « Program .. » Mozilla Firefox v O O Search Mozilla Firefox
Organize ~ New folder = ™ 0
[ Desktop 4 Name Date modified i
D load b g
¥ Doploads browser 09/28/2022 12:35 PM
M Documents: # defaults 09/26/2022 8:38 AM
&= Pictures o fonts 09/14/2022 5:03 PM
ALL DOC PICS gmp 09/14/2022 5:03 PM
bin uninstall 09/14/2022 5:03 PM
laveiiide || Accessible.tlb 08/18/2022 2:45 PM
Wi a AccessibleHandler.dll 08/18/2022 2:45 PM
indows
%] AccessibleMarshal.dll 08/18/2022 2:45 PM
@ Box |%] api-ms-win-core-file-11-2-0.dll 08/18/2022 2:45 PM
. %] api-ms-win-core-file-12-1-0.dll 08/18/2022 2:45 PM
% This PC
%] api-ms-win-core-localization-11-2-0.dll 08/18/2022 2:45 PM v
Wb Network il >
File name: “ v ‘ All Files (*.%) &

Can CEl

e. Typethe name of the module, (in this case ActivClient), and click OK.
@ Load PKCS#11 Device Driver = X

Enter the information for the module you want to add.

Module Name ‘ActivCLient = ‘

Module filename ‘ ‘ | Browse... |

Cancel
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f.  You should now see ActivClient (or whatever the name of your card reader is) in Device
Manager. Click OK.

Device Manager X

Security Modules and Devices Details Value

~ NSS Internal PKCS #11 Madule

Generic Crypto Services
Software Security Device
~ ActivClient
Broadcom Corp Contacted SmartCard 0 Load
Broadcom Corp Contactless SmartCard 0
~ Builtin Roots Module
NS5 Builtin Objects
~ 05 Client Cert Module
05 Client Cert Slot (Madern)

05 Client Cert Slot (Legacy)

> 3
¥

5. Onthe Launch Application screen, select Citrix Workspace Launcher check option Remember
my choice for receiver links. Click Open Link.

Launch Application X

This link needs to be opened with an application.

Send to:
Citrix Workspace Launcher
Choose other Application Choose...

- || Rernember my choice for receiver links.

This can be changed ig Eirafog < ooafarences.
Coee

6. Make sure Citrix Connection Manager (default) is selected and the option Do this automatically
for files like this from now on is checked and click OK.

Opening Q2%udHvbGrlenMuV2iuZ 693 cyla MCBUZNOICRTMyO .ica X

You have chosen to openc

D Q29udHVbGxIcAMUV2IuZIG93cyAxMCBUZXNOICRTMy02 ica
which is: Citrix ICA Client (939 bytes)

from: https.//vdildap.cms.gov

What should Firefox do with this file?

(®) Qpen with  Citrix Connection Manager (default) -
_) Save File

# (] Do this gutomatically for files like this from now on

Settings can be changed using the Applications tab in Firefox's Options.

oK Cancel
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7. If the Workspace App is already installed on your PC, select Already installed. Otherwise, you

have the option use Light version (HTML5). DO NOT DOWNLOAD Workspace from this site use
the Citrix site provided above.

Just a moment, we're detecting if Citrix Workspace app is
already installed.

If Citrix Workspace app Is detected, you will see a window in a few seconds.
Please choose Launch Application.

citrixc | Workspace If no window appears, proceed to download.

B | agree with the

8. Once logged in you will be presented with the following Storefront screen. You can find
desktops and apps that you have access to under Desktops and Apps tabs. Please note that if
you do not have access to any desktops or apps you will not see their corresponding tabs.

oo D
APPS DESKTOPS

Welcome t

You do not have any favorite Apps or Desktops yet.

To get started, go to Apps or Desktops and click or tap the star to favorite an item.
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Desktops
All (26) Favorites (8)

) ¢ *

& 9
Admin Desktop Azure Admin Azure Contractors Azure Employees Azure Winl10 Test '

Desktop Desktop Desktop

i
oy
iy

10. Click OK to the disclaimer when prompted and once the logon process completes, you should
see your virtual desktop (or application).
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Safari
1. Browse to https://vdi.cms.gov/ and click on Sign In button.

2. Ifyouare using Okta, then type your CMS email address and password and click Sign In.

CMngV ‘ Identity Management

Sign In
User ID

Password

| ° ]

[ Agree to our Terms & Conditions

OR

‘ CMS PIV Card Only |

PIV Users: To activate the PIV functionality, you
must first sign in using your EUAID and
password during your initial login

Forgot Password

Unlock Account

3. Depending on what authentication method you have configured in Okta, you will need to
respond accordingly on the next screen: Verify (use a push notification sent to the mobile app),
Google Authenticator (enter single-use code from mobile app), or SMS Authentication (enter a
single-use code sent to your mobile phone). Once authenticated please go to step #5 below.

4. |If you are using PIV card, click on Sign in with CAC / PIV card button at the bottom of the screen.
Enter your PIN when prompted and click OK.

"

Safari

“Safari” is trying to authenticate user.

Enter PIN to allow this.

& e
l Cancel OK D

Revision Date: December 3, 2024 27


https://vdi.cms.gov/

CMS Employee How-to Guide: PC CNMS

Connecting to the CMS Citrix Virtual Desktop

5. Click on Detect Workspace button (Note that you can also click on Use light version (HTML5)
if Citrix receiver is not installed on your computer or you experiencing issues with it. In this
case applications and desktops will open within your browser).

Welcome to Citrix Workspace app
For the best experience, use the full set of features bundled with Citrix

Workspace app for Windows. Click Detect Citrix Workspace app to get
started.

citnx | Workspace
Detect Citrix Workspace app

If you do not want to detect/install Citrix Workspace app you can use the light
version, with fewer features, in your browser.

<—

6. Click Alow when prompted to allow to open Citrix Workspace Launcher.

Do you want to allow this page to open “Citrix Workspace
Launcher”?

Cancel Allow

7. If receiver (Workspace App) is already installed on your Mac select Already installed.
Otherwise, you have the option use Light version (HTMLS5). If you do not see the screen below,
please go to step #8. DO NOT DOWNLOAD Workspace from this site use the Citrix site
provided above.

Just a moment, we're detecting if Citrix Workspace app is
already installed.

If Citrix Workspace app is detected, you will see a window in a few seconds.
Please choose Launch Application.

citrix | Workspace If no window appears, proceed to download.

B | agree with the
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8. Once logged in you will be presented with the following Storefront screen. You can find
desktops and apps that you have access to under Desktops and Apps tabs. Please note that if
you do not have access to any desktops or apps you will not see their corresponding tabs.

DESKTOPS

Welcome

You do not have any favorite Apps or Desktops yet.

To get started, go to Apps or Desktops and click or tap the star to favorite an item.

9. Click onthe gearicon at the top right corner and select Account Settings.

]

DESKTOPS

Settings

Log off

Activate Citrix Workspace app

Downloads a file that adds this workspace to your local Citrix Workspace app

Change Citrix Workspace app

Opens a page tt

Current status:

=

Account Settings

About

Log off

Settings

Log off

DESKTOPS

Activate Citrix Workspace app

Downloads a file that adds this workspace to your local Citrix Workspace app.

Change Citrix Workspace app

Opens a pa

Current status: App

trix

your local Citrix Workspace app.
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11. Click on Desktops (or Apps) tab and then click on the Desktop (or Apps) icon to launch it.

ao

Desktops
All (26) Favorites (8)

w ) ¢ w A A

Admin Desktop Azure Admin Azure Contractors Azure Employees Azure Win10 Test '

Desktop Desktop Desktop

12. Click OK to the disclaimer when prompted and once the logon process completes, you should
see your virtual desktop (or application).

314 PM

Breaking news an o ==
Apple, Goagle | mm  Q search i Lo B ~ DD om0 B
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Google Chrome for Mac

1. Browse to https://vdi.cms.gov/ and click on Sign In button.

2. Ifyou are using Okta, then type your CMS email address and password and click Sign In.

CMngV ‘ Identity Management

Signin
UserID

Password

| °]

[ Agree to our Terms & Conditions

OR

‘ CMS PIV Card Only |

PIV Users: To activate the PIV functionality, you
must first sign in using your EUA 1D and
password during your initial login.

Forgot Password

Unlock Account

3. Depending on what authentication method you have configured in Okta, you will need to
respond accordingly on the next screen: Verify (use a push notification sent to the mobile app),
Google Authenticator (enter single-use code from mobile app), or SMS Authentication (enter a
single-use code sent to your mobile phone). Once authenticated please go to step #6 below.

4. |Ifyou are using PIV card, click on Sign in with CAC / PIV card button at the bottom of the screen.
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5. Select your certificate and click OK. Enter your PIN when prompted and click OK.

e

Google Chrome

Select a certificate s - .
“Google Chrome" is trying to authenticate
Select a certificate to authenticate yourself to cms.mtls.okta.com:443 user.
Subject Issuer Serial
John Doe (Affiliate) HHS-FPKI-Intermedi... 12345678 Enter pIN to allow thiS

G S

Cancel

Certificate information

6. Click on Detect Receiver button (Note that you can also click on Use light version (HTML5) if
Citrix receiver is not installed on your computer or you experiencing issues with it. In this case
applications and desktops will open within your browser).

Welcome to Citrix Workspace app

For the best experience, use the full set of features bundled with Citrix
Workspace app for Windows. Click Detect Citrix Workspace app to get
started.

citrix | Workspace
Detect Citrix Workspace app

If you do not want to detect/install Citrix Workspace app you can use the light
version, with fewer features, in yo

7. Select Always allow vdildap.cms.gov to open links of this type in the associated app and click on
Open Citrix Workspace Launcher.

Open Citrix Workspace Launcher?

https://vdildap.cms.gov wants to open this application.

[0 Always allow vdildap.cms.gov to open links of this type in the associated app

I Open Citrix Workspace Launcher
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8. Once logged in you will be presented with the following Storefront screen. You can find
desktops and apps that you have access to under Desktops and Apps tabs. Please note that if
you do not have access to any desktops or apps you will not see their corresponding tabs.

Welcome

You do not have any favorite Apps or Desktops yet.

To get started, go to Apps or Desktops and click or tap the star to favorite an item.

9. Click on Desktops (or Apps) tab and then click on Desktop (or Apps) icon to launchiit.

—S \ ao D

DESKTOPS

0o
APPS
Desktops
All (26) Favorites (8)
w

w
-

w w W

Admin Desktop Azure Admin Azure Contractors Azure Employees Azure Win10 Test l

Desktop Desktop Desktop

10. Click OK to the disclaimer when prompted and once the logon process completes, you should
see your virtual desktop (or application).

B ws . P 314 PM
gl\ el am  Q search H + - P A LG9 ggp
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STOREFRONT NAVIGATION

This section describes how to use the StoreFront once you’ve logged into the https://vdi.cms.gov via
your browser.

Click on Desktop tab at the top of the screen to see available virtual desktops or on Apps tab to see
available applications.

8 O

= e APPS
Welcome |

You do not have any favorite Apps or Desktops yet.

DESKTOPS

To get started, go to Apps or Desktops and click or tap the star to favorite an item.

To add virtual desktops or apps to your Home screen (Favorites), click on arrow below the application or
desktop and select Add to Favorites. You should now see the icon under Home tab.

Apps

All (50) Favarites (1)

Access

E B . o

Access x64 AD Administrative Adobe Acrobat DC ADUC Application Lifecycle

Center M...ent

Access x64 Apps

Actions: Description:
[Z open

¢ Add To Favorites
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If you need to restart your virtual desktop, click on arrow below the desktop icon and select Restart.

89 O

APPS DESKTOPS

Welcome

Admin Desktop IHCCS Desktop Windows 10 Test Windows CMS VDI ECIS Desktop Serve
S
Admin Desktop
Actions: Description:
Z i Windows 10 Admin Desktop running Windows 10 version 1909

W Remove from favorites

D Besiart -

Clicking on gear icon at the top right corner expands drop-down menu and presents the following list of
options:

Settings

Account Settings

Log off About

Log off

Activate Citrix Workspace app

Downloads a file that adds this workspace to your local Citrix Workspace app.

Change Citrix Workspace app

Opens a page that checks f

Current status: Apps and desktop

e Account Settings — Presents the following options:
o Activate Citrix Receiver — allows to download a file that adds the workspace to local
Citrix Workspace App. This is useful for Mac users as in some cases browser such as
Safari downloads Citrix .ica file instead of opening it with Citrix Workspace App.
Activating it via this option remedies the issue.
o Change Citrix Workspace — only present in Microsoft Edge, Google Chrome, Mozilla
Firefox, and Safari. Clicking on it opens page that allows to detect if a local Citrix
Workspace App is installed, download it, or switch to a light version (HTMLS5). Also,
there is a current status of receiver used (local client vs light version) displayed below.
See below screenshots.
e About —displays link to Third Party Notices for Citrix Receiver for Web

e Log Off —logs you out
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Settings

Account Settings

Log off About

o Log off

Activate Citrix Workspace app

Downloads a file that adds this workspace to your local Citrix Workspace app.

Change Citrix Workspace app
Opens a page that checks for a local Citrix Wor app.

Current status: Apps and desktops open in yo

Clicking Detect Workspace will display more options. You can also click on Use light version (HTML5) if Citrix
Receiver is not installed on your computer or you are experiencing issues with it. In this case applications and
desktops will open within your browser.

Welcome to Citrix Workspace app

For the best experience, use the full set of features bundled with Citrix
Workspace app for Windows. Click Detect Citrix Workspace app to get
started.

citnx | Workspace
Detect Citrix Workspace app

If you do not want to detect/install Citrix Workspace app you can use the light
version, with fewer features, in you

<—

From the screen below, you can select Already installed if receiver (Workspace App) is already installed
on your PC. You also have an option to download it from Citrix website or use Light version (HTML5).

Just a moment, we're detecting if Citrix Workspace app is
already installed.

If Citrix Workspace app is detected, you will see a window in a few seconds.
Please choose Launch Application.

citrix | Workspace If no window appears, proceed to download.

B | agree with the
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NEW APPLICATION REQUEST

If you need to add an application within your virtual desktop or you would like an application to be
published under Apps on CMS Virtual Apps and Desktops portal, please contact the CMS IT Service Desk
at 410-786-2580 or 1-800-562-1963.

Please provide the following information:

Name of the application

Name of the point of contact (POC) for the application

Location of installation files and instructions for installing it in VDI
Business justification for use of the application

Licenses (if required)

List of users that are required to have access to the application

onhkwNR

Please note that the application has to be supported by the vendor in a multi-user environment and
have appropriate license model (if applied) for it to work properly.
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TROUBLESHOOTING TIPS and HOW TOs

This section describes some of the common issues, basic troubleshooting steps to resolve them, and
some helpful tips.

PIV Certificate Update

The PIV Cert Update icon is located on the VDI desktop.

PIV CGerfs
- Update

1. Make sure that Citrix Workspace App is installed on computer that you are using to access CMS
Virtual Apps and Desktops portal, and make sure PIV is inserted into the card reader.
2. Make sure you have a sound internet connection and you are not connected to any VPN.
3. Use Microsoft Edge to access CMS Virtual Apps and Desktops portal.
a. If you are accessing portal using Mac, follow instructions in section Safari or Google
Chrome for Mac to make sure you are using Citrix Workspace App with your browser
rather than HTMLS5 receiver (when VDI session opens within the browser).
4. Once you double-click on the icon you will be presented with the following screen within your
browser.

Grode (HID |
Credential Management System

User Portal HELF @

Welcome to ActivIiD CMS. Using this service you can...

Prepare a smart card for first use

Get the latest updates for your smart card

Report a smart card incident (lost, stolen, or damaged cards)
Unlock a smart card that has been locked for security reasons
Change the PIN for your smart card

Issue credentials on a mobile device

Download escrowed certificates

Change your Security Questions answers

* & & & & & 0 @

If you have your smart card with you, please insert it into the reader now.
Please click Start to begin {even if you do not have your smart card):

) T3
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5. Click Start. After it reads your PIV, you should be prompted for your PIV PIN. Please note that it
can take some time and even look like the page is not responding before you get prompted for
PIN or after you enter it and click Next. Follow the on-screen instructions to update your PIV. If
you are getting prompted for user name and password, then the system was unable to
recognize your PIV. You can try to re-insert PIV into the card reader or go through the above
steps again to make sure all the requirements are met.

Outlook Profile Configuration
1. Open any Microsoft application, such as Outlook by selecting the icon from your Start menu.

Pinned All apps >

Y S Sl o

ks |
Your Windows 10 Edge PowerPoint Settings
Apps

N -H S

OneNote File Explorer Snagit 2023

Recommended
.
-
POF

—> & CETND = = © ©

2. The Sign in window will appear. Select Sign in to create account.
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B Microsoft © e

Sign in to get started with Office

" Use your work, school, or personal Microsoft account information

~ Create and collaborate with Word, Excel, PowerPoint, and Outlook

+~ Save and share documents across devices with OneDrive cloud
starage

Sign in or create account | have a product key

Skip sign in for now

3. Enter your CMS Email and EUA Password, then select Sign In.

Centers for Medicare &
Medicaid

Signin

r
| Password

B 018 Miorosoft

4. Select “No Sign in to this app only” to stay signed in to your outlook app.
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Stay signed in to all your apps

Windows will remember your account and automatically sign you in to your apps and
websites on this device. This will reduce the number of times you are asked to login.

No, sign in to this app only

5. You will see a screen advising that your device is being registered and policies are being applied.
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X
L]
L]
Hold on while we register this device with your company and apply policy.
This may take a moment..
6. Once you get the You're all set! message, select Done.
x

You're all set!

We've added your account successfully. You now have access to your organization’s
apps and services.

7. At the Sign in to set up Office window, select Sign in.
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B® Microsoft e e

Sign in to set up Office

B, (5 5

Use your regular email Get free cloud storage Use your account to install
address Office on ther devices

Sign in with your work, school, or personal Microsoft account

Sign in Create account

| have a product key
What is a Microsoft account?

8. At the Active Office window, enter your CMS email address, then select Next.

B® Microsoft

Activate Office

Mo accounk? Create one!
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Adobe Sign In

1. Open Adobe Acrobat by opening the Start menu and clicking All Apps then Adobe Acrobat.

Pinned

44 @ x » o

Your Windows 10 Edge Excel PowerPoint Settings
Apps

] -

OneNote File Explorer agit Outlook (classic)

Recommended

Access

Accessibility

Adobe Acrobat Distiller
Adobe Creative Cloud
Adobe lllustrator 2024

AlertCMS

BigFix
Bomgar

Box Drive

R = -
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2. ASignIn window will open. Type you CMS Email address and click Continue.
X

J.\ Adobe
. .
Sign in
New user? Create an account

Email address

John.Doe@cms.hhs.gov _

Cancel

G Continue with Google

@ Continue with Facebook

Get help signing in

B3 Ryan Longnecker
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3. Select Company or School Account.

I adabe

Select an account

) ®ren Leagaeeber

4. Sometimes you will be presented with the below screen (THIS IS NORMAL). Select sign out on both

devices.

F.\ Adobe

A\ You've reached your device activation limit

Sign out of one of the devices below to continue.

Acrobat DC can only be activated on 2 devices simultaneously. Click ‘Sign out’ on at least one of the devices below
to continue using Acrobat DC. Your applications, local files, and Cloud assets on those devices will be unaffected
when signing out. Learn more about device activation limits

You're currently signed in with pertnan.green@cms.hhs.gov. Sign out and use a different Adobe 1D,

o 9 9

This device AZWIN10AD-003 win10em-030

(not activated) Last launched 36 minutes ago Last launched 5 minutes ago

Quit Acrebat DC
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5. After both are signed out select Continue.
F.\ Adobe

@ You activated this device successfully

Click ‘Continue’ to use Acrobat DC.

Your applications, local files, and Cloud assets were unaffected when signing out of your remote device. Leam more
about device activation limits.

9 Y 9

This device AZWIN10AD-003 win10em-030
Signed in Signed out Last launched & minutes ago

) CID

CMS IT SERVICE DESK

If above steps did not remedy your issue or you experience a different problem accessing or using CMS
Virtual Apps and Desktops portal, please contact CMS IT Service Desk.

Phone: 410-786-2580 or 1-800-562-1963
Back to the top
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